DeWitt-Lavaca Special Education Cooperative

402 Hubbard St. ¢ P.O. Box 737
Yoakum, Texas 77995
(361)293-2854 ¢ Fax (361)293-6826
Brian Billstein, Executive Director

Notice to Parents/Guardians

On Sunday, April 14, 2017, the DeWitt-Lavaca Special Education Cooperative’s Net AP
program server was compromised with malicious software known as “ransomware” during a
global cyberattack. The ransomware encrypted our Net AP program and files rendering the files,
including student information, inaccessible and non-functioning. To the best of our knowledge,
none of the student data was retrieved or viewed by the hackers. The program and student data
files were encrypted by the hackers, and we were asked to pay a ransom in order for the hackers
to decrypt the files allowing us access to them again. We immediately hired an expert who was
able to get the student data back as well as the core program by decrypting the files back to the
original format. Our expert and Instructional Technology staff believe the compromise was
caused by a breach in security through our Internet provider that allowed the hackers to break
into their network and access our server. Measures have been taken both by DLSEC
Instructional Technology staff and our Internet provider, Education Service Center—Region 3,
to try to prevent this from occurring in the future.

While the Family Educational Rights and Privacy Act (FERPA) does not require reporting such a
breach, we apprised the U.S. Department of Education of this situation involving electronic files
containing student information. For more information about FERPA, visit,
https://ed.gov/policy/gen/guid/fpco/ferpa/index.html.

This notice serves as “Security Breach Notification” in compliance with CQ (Legal) and CQ
(Local) in Yoakum ISD’s Board Policy. Yoakum ISD’s Board Policy may be accessed at
http://pol.tash.org/Home/Index/396.

Again, at this time we have no reason to believe that any student information has been accessed
and/or compromised and steps are being taken to rectify the situation and prevent a future
occurrence.

For more information, contact Brian Billstein, DLSEC Executive Director, at (361)293-2854.

Si no puedes leer esta carta, por favor comuniquese con Dewitt Lavaca Special Education
Cooperative y pregunta para hablar con la oficina de servicio personal.

The DeWitt-Lavaca Special Education Cooperative does not discriminate against any person on the basis of race, color, national origin, gender, disability, or age for admission, treatment, or participation in its
educational programs, services and activities, or employment. La cooperativa de educacion especial DeWitt-Lavaca no discrimina contra ninguna persona por motivos de raza, color, origen nacional, sexo.
discapacidad o edad de admision, tratamiento, o la participacion en los programas educativos, servicios y actividades, o empleo. CONFIDENTIALITY NOTICE The enclosed documents may contain confidential
information. All information is intended only for the use of the named recipient. If you are not the named recipient, you are not authorized to read, disclose, copy, distribute or take any action in reliance on the
information and any action other than immediate delivery to the named recipient is strictly prohibited. If you have received this documentation in error, do not read the information and please immediately notify
sender by telephone to arrange for a return of the original documents. If you are the named recipient you are not authorized to reveal any of this information to any other unauthorized person. If you did not receive
all pages listed or if pages are not legible, please immediately notify sender. If the documentation is not intended for you, please call (361)293-2854 and ask to speak to someone in the records department. Thank
you for your assistance regarding this important matter
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